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Recap from last time

We then say that a and b are congruent modulo d.
Definition. Let d ≥ 2. Define a ≡d b by “b and b′ have the same remainder in the division by d”

Equivalence relation with d equivalence classes Set of equivalence classes: Z/dZ

Definition. We define addition and multiplication on Z/dZ as follows:
• [a]d + [b]d is defined to be [a + b]d
• [a]d × [b]d is defined to be [a × b]d

Definition. Let a ∈ Z. An inverse of a modulo d is a number b ∈ Z such that a × b ≡d 1.

Theorem. Let a ∈ Z and d ≥ 2. Then a has an inverse modulo d if, and only if, a and d are coprime.

[0]3 [1]3 [2]3+[0]3[1]3[2]3

[0]3 [1]3 [2]3×[0]3[1]3[2]3
[0]3 [1]3 [2]3[1]3 [2]3 [0]3[2]3 [0]3 [1]3

[0]3 [0]3 [0]3[0]3 [1]3 [2]3[0]3 [2]3 [1]3
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Euler’s totient function

Definition. Let n ≥ 1. Define φ(n) to be the number of numbers in {0, . . . , n − 1} that have an
inverse modulo n.

φ(n) = |{a ∈ {0, . . . , n − 1} | gcd(a, n) = 1}|

n 1 2 3 4 5 6 7 8 9
{0} {1} {1, 2} {1, 3} {1, 2, 3, 4} {1, 5} {1, 2, 3, 4, 5, 6} {1, 3, 5, 7} {1, 2, 4, 5, 7, 8}

φ(n) 1 1 2 2 4 2 6 4 6
Theorem. Let n have prime decomposition pe11 × · · · × pek

k .
Then φ(n) = ∏k

i=1 (pi − 1)pei−1
i .

Theorem (Fermat’s little theorem). If a and n are coprime, then aφ(n) = 1 mod n.

https://en.wikipedia.org/wiki/Euler%27s_totient_function
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Chinese remainder theorem: solving some systems of equations

Theorem. Let m, n be coprime. For all a, b ∈ Z, there exists x ∈ Z such that{
x = a mod m
x = b mod n

There is exactly one such x in {0, . . . , mn − 1}.

Proof of existence: Proof of uniqueness:
• Let u, v be the Bézout coefficients for m, n:

um + vn = 1
• Define x = umb + vna
• Divide x by mn with remainder to get a

solution in {0, . . . , mn − 1}

• Define f : {0, . . . , mn − 1} → Z/mZ × Z/nZ
by f (x) = ([x ]m, [x ]n)

• We proved that f is. . . surjective

• Since the domain and codomain have same
size, f must be injective!

• This means
if [x ]m = [y]m and [x ]n = [y]n, then x = y.
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Application: RSA

Symmetric Cryptography Asymmetric Cryptography

secret key

Secret Message

Bob Alice

Encryption
Function

Encrypted
Message
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Application: RSA

Symmetric Cryptography Asymmetric Cryptography
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Application: RSA

Symmetric Cryptography Asymmetric Cryptography

secret key

Bob Alice Bob Alice

secret key

Encrypted
Message

Decryption
Function

Decrypted
Message

Advantages compared to symmetric crypto:
• If n people want to write Alice, no need for Alice to

create n different keys
• Can also be used to sign messages

This is my
public key!
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Application: RSA

• Keys and messages are (tuples of) numbers
• Messages can be seen as elements of Z/nZ
• Example of RSA key:

n = 5677528668400117464635445009368862501114000657308498941562452977981671248196334539072356879278540289454330752560236034824756226280505117656255059807887423870620544211466890953403811180037854928821299051872389166409729590964411893388630221513518308281597872349593351801124144562894949756365032222936258311012340879184966986244896274079860482171520678051642927932515295633026300035317440192094695083947839082437238050104451107235957734628814378663560946015528288973308440715379425546582837481958977510114945361636157975815374571286570294638015146473013296495239941766655054219332277657991356815493599688315735699863377144364505448124788629751250678009645942966743820389557592134910524829276485270760267881252732833043954628324261342779090148907313301774882173450123517095906335038959343975914227747264843122062037932620153140218392177933009918296667127471756271851776129692827164970653234693534159159949821544934368212685586211 and e = 17

Number in base 64~/.ssh/id_rsa.pub
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Application: RSA

• Keys and messages are (tuples of) numbers
• Messages can be seen as elements of Z/nZ
• Example of RSA key:

Number in base 64

Bob Alice

secret key

This is my
public key!

Secret Message

Encryption
Function

Encrypted
Message

M Me mod n

n, e

n, d

Decryption
Function

Decrypted
Message

(Me)d mod n

~/.ssh/id_rsa.pub
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Application: RSA

Want: n, e, d such that (Me)d = M mod n for all M ∈ Z/nZ
Key generation:
• Choose distinct prime numbers p and q
• n := pq
• e ∈ {2, . . . , φ(n) − 1} coprime with φ(n)
• d inverse of e modulo φ(n)

Theorem. RSA works: for all M ∈ Z/nZ, we have (Me)d = M mod n.
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Overview of the course

Part 1: introduction to mathematics
• Sets
• Basics in logic and proofs

Part 2: Graphs and relations
• Representing data and relationships between things
• Important basis for the rest of your studies

(in particular “Algorithms and Data Structures”)

Part 3: Combinatorics and counting

Part 4: basic number theory

Part 5: Algebra
• Cryptography
• Error correction
• Quantum Computing

• Runtime analysis of algorithms
• Basics of probabilities
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The algebra we know so far

Algebra: study of operations and equations on stuff

Numbers: +, ×, 1/x, 1, 0
Matrices: +, ×, M−1, I, 0 Sets: ∩, ∪, ×, ∆, ∅, . . .

Functions: ◦, f−1, IdA

Booleans: ∧, ∨, ⇒, ¬, ⊤, ⊥
Relations: ◦, RT , Id, ∪, ∩, ×, . . .

Linear algebra

Number theory

Boolean algebra

Relational algebra

Modular arithmetic: +, ×, [a]−1
d , [1]d, [0]d
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Introduction to Abstract Algebra
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Abstract Algebra?

Abstract means not concrete

Real Numbers: ×, 1/x, 1
Matrices: ×, M−1, I
Bijective Functions: ◦, f−1, IdA
Modular arithmetic: ×, [a]−1

d , [1]d

ConcreteAbstract

Structures with multiplication, inverses, neutral elements

Booleans: ∧, ∨, ⊤, ⊥

Relations: ◦, IdStructures with multiplication, neutral elements

Structures with meet and join
(and maximal/minimal elements)

Definition of abstract object that
generalizes something we know

Identify some properties that are
important in the concrete case

Concrete examples we want to study

General theorems about
all our examples

for example, Fermat’s little theorem

Numbers: ∧, ∨, 0, 1
Tip: have many examples in mind to
not be overwhelmed
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Internal Composition Law

Definition. An internal composition law or binary operation on A is a function ◦ : A2 → A.

We write a ◦ b instead of ◦(a, b).
• If A is finite, a binary operation

can be drawn by a Cayley table:
• If A is infinite, we usually give some kind of formula:

Example. Law on N: n ◦ m := nm + n + m + 15 ◦ 3 = 24 1 ◦ 3 = 8a b c

a

b

c

a b c

b

c

c a

b b

Example.

Only property to check: for every a, b ∈ A, a ◦ b is an element of A

For the following operations, decide if they are internal composition laws:
• Addition/Multiplication on N,Z,Q,R
• Addition of vectors in Rn

• Addition and multiplication of n × n matrices
• Composition of functions A → A
• Subtraction of natural numbers
• Division of real numbers
• Scalar product in Rn: v ◦ w = v1w1 + v2w2

https://en.wikipedia.org/wiki/Binary_operation


Antoine Wiehe

11

Internal Composition Law

Definition. An internal composition law or binary operation on A is a function ◦ : A2 → A.

We write a ◦ b instead of ◦(a, b).
• If A is finite, a binary operation

can be drawn by a Cayley table:
• If A is infinite, we usually give some kind of formula:

Example. Law on N: n ◦ m := nm + n + m + 15 ◦ 3 = 24 1 ◦ 3 = 8a b c

a

b

c

a b c

b

c

c a

b b

Example.

Only property to check: for every a, b ∈ A, a ◦ b is an element of A

For v, w ∈ R3, define v ∧ w := v2w3 − v3w2
v3w1 − v1w3
v1w2 − v2w1

.

Is ∧ an internal composition law on R3?

https://en.wikipedia.org/wiki/Binary_operation
https://pingo.coactum.de/981003
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Internal Composition Law

Definition. An internal composition law or binary operation on A is a function ◦ : A2 → A.

We write a ◦ b instead of ◦(a, b).
• If A is finite, a binary operation

can be drawn by a Cayley table:
• If A is infinite, we usually give some kind of formula:

Example. Law on N: n ◦ m := nm + n + m + 15 ◦ 3 = 24 1 ◦ 3 = 8a b c

a

b

c

a b c

b

c

c a

b b

Example.

Only property to check: for every a, b ∈ A, a ◦ b is an element of A

For v ∈ R3 and λ ∈ R3, define λ ◦ v := λv1
λv2
λv3

.

Is ◦ an internal composition law on R3?

https://en.wikipedia.org/wiki/Binary_operation
https://pingo.coactum.de/981003
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Properties to look for and notation

Definition. Let ◦ be an internal composition law on A. We say that it:
• is associative if for all a, b, c ∈ A, we have a ◦ (b ◦ c) = (a ◦ b) ◦ c (parentheses don’t matter)
• is commutative if for all a, b ∈ A, we have a ◦ b = b ◦ a (order doesn’t matter)
• has a neutral element if there exists e ∈ A such that for all a ∈ A, e ◦ a = a ◦ e = a

Notation (Multiplicative/Exponent notation). For n > 0: an: a ◦ · · · ◦ a.

If ◦ is commutative, we can use the additive notation instead:

Notation. Let + be a commutative internal composition law on A.
We define n · a by a + · · · + a.
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Monoids

Definition. Let ◦ be an internal composition law on A. We say that it:
• is associative if for all a, b, c ∈ A, we have a ◦ (b ◦ c) = (a ◦ b) ◦ c (parentheses don’t matter)
• is commutative if for all a, b ∈ A, we have a ◦ b = b ◦ a (order doesn’t matter)
• has a neutral element if there exists e ∈ A such that for all a ∈ A, e ◦ a = a ◦ e = a

(A, ◦) is a monoid: if ◦ is associative and has a neutral element
commutative monoid: if ◦ is associative, commutative, and has a neutral element

Examples. The following are monoids:
• (N0, +)
• (Z, +)
• (N, ×)
• ({0, 1}∗, concat)
• (AA, ◦)
• . . .

Let M be the set of all n × n matrices.
Is (M, ×) a monoid?

Theorem. Let ◦ be an internal composition law.
There can be at most one neutral element for ◦.

https://pingo.coactum.de/981003
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Groups

Definition. Let (A, ◦) be a monoid and a, b ∈ A.
b is an inverse of a if a ◦ b = b ◦ a = e.(A, ◦) is a group if ◦ is associative, has a neutral element, and every element of A has an inverse.

Intuition: elements in A represent actions that can be reversed

Groups are extremely important in science:
• Quantum theory
• Quantum computing: allowed operations form a group
• Cryptography
• Discrete Fourier transform: Signal processing and other things
• Study of polynomial equations and their solutions
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Groups

Definition. Let (A, ◦) be a monoid and a, b ∈ A.
b is an inverse of a if a ◦ b = b ◦ a = e.(A, ◦) is a group if ◦ is associative, has a neutral element, and every element of A has an inverse.

Examples. The following are groups:
• (R, +)
• (Z, +)
• (bijective functions A → A, ◦)
• (Z/3Z, ×)

Is (R, ×) a group?

Intuition: elements in A represent actions that can be reversed

https://pingo.coactum.de/981003
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Groups

Definition. Let (A, ◦) be a monoid and a, b ∈ A.
b is an inverse of a if a ◦ b = b ◦ a = e.(A, ◦) is a group if ◦ is associative, has a neutral element, and every element of A has an inverse.

Theorem. Any a ∈ A has at most one inverse.

Theorem. Let (A, ◦) be a group, and let a, b be such that a ◦ b = e.
Then b ◦ a = e. (So b is the inverse of a.)

Examples. The following are groups:
• (R, +)
• (Z, +)
• (bijective functions A → A, ◦)
• (Z/3Z, ×)

• The inverse of a is written a−1.
• Usual rules of exponentiation are true:

ap = (a−p)−1 for p < 0

Intuition: elements in A represent actions that can be reversed
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Other important/fun groups

• Quaternion group Q8
– elements are {1, −1, i, −i, j, −j, k, −k}
– operation given by the table

1 −1 i −i j −j k −k1
−1
i

−i
j

−j

k
−k

−1 i −i j −j k −k1 −i i −j j −k k
−i −1 1 k −k −j j

−k k

1
−1
i

−i
j

−j

k
−k

i
−j

j

−k
k

1
k
j

−j

−1
−k

−j
j

−k

−11
−i
i

k1
−1
i

−i

j

i

−i

−11

−j

−i

i1
−1

Applications: coordinates / movement in 3d.
• computer graphics
• motion planning for robots
• VR

Find the neutral element and the inverse of −j

https://eater.net/quaternions
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Other important/fun groups

• Elliptic curves
– elements: set of pairs (x, y) such that

y2 = x3 + ax + b (for some fixed a, b)
– there is a way to “multiply” points
– this is a commutative group
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Other important/fun groups

• Elliptic curves
– elements: set of pairs (x, y) such that

y2 = x3 + ax + b (for some fixed a, b)
– there is a way to “multiply” points
– this is a commutative group

Application: elliptic curve cryptography
• Private key is an integer d
• Public key is the point d · P

Points have coordinates in Z/37Z
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Other important/fun groups

• Rubik’s cube
– Elementary moves of the cube: F, B, U, D, L, R
– Each position of the cube can be written as a sequence

FULR−1 . . . of moves starting from a solved cube
– Each move can be “undone” ⇝ inverse elements ⇝ group
– |G| > 43 × 1018
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Proof of Fermat’s little theorem*

Theorem (Fermat’s little theorem). If a and n are coprime, then aφ(n) = 1 mod n.

Theorem. Let Un be the set of [a] ∈ Z/nZ such that a coprime with n.
Then (Un, ×) is a group.

What does it have to do with groups?

Theorem. Let (G, ◦) be a finite group and a ∈ G. Then a|G| = e.

e = a4
a

Step 1: For some n > 0, we have an = e
Step 2: define b ∼ c if ak ◦ b = c for some k ∈ Z

a2
a3

b

a ◦ b

a2 ◦ b

a3 ◦ b

c

a ◦ c

a2 ◦ c

a3 ◦ c

b

a ◦ b

a2 ◦ b

a3 ◦ b

d

a ◦ d

a2 ◦ d

a3 ◦ d

d

a ◦ d

a2 ◦ d

a3 ◦ d
Step 3: all equivalence classes have the same size
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Proof of Fermat’s little theorem*

Theorem (Fermat’s little theorem). If a and n are coprime, then aφ(n) = 1 mod n.

Theorem. Let Un be the set of [a] ∈ Z/nZ such that a coprime with n.
Then (Un, ×) is a group.

What does it have to do with groups?

Theorem. Let (G, ◦) be a finite group and a ∈ G. Then a|G| = e.

The smallest n > 0 such that an = e is called the order of a.
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Summary: what to know

associative neutral element inverses

monoid

group

• definitions of associativity, commutativity, neutral element, inverses
• be able to check if some (A, ◦) is a monoid/group
• definition of the order of an element
• be comfortable with the notation


